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1.  Introduction 


The  susceptibility  area  of  radio  frequency  (RF)  systems  is  the  area  in  which  RF  systems  are  more 
likely  to  be  damaged  or  influenced  by  external  electromagnetic  energy.  The  susceptibility  of  an 
RF  system  depends  on  the  characteristics  of  its  receiver  antenna  and  on  the  characteristics  of  the 
jammer’s  transmitter  antenna. 

Military  organizations  want  to  have  control  over  the  electromagnetic  environment.  Therefore,  a 
characterization  of  the  susceptibility  of  RF  systems  to  jammer  systems  is  required.  The  main 
limitation  encountered  in  trying  to  determine  the  susceptibility  of  RF  systems  resides  in  the 
software  used  for  electromagnetic  simulation.  A  high-frequency  structural  simulator  (F1FSS)  is 
used  for  the  simulation  of  antennas  and  their  characterization.  The  problem  resides  in  simulating 
an  electromagnetic  environment  that  is  composed  of  more  than  one  antenna.  For  that  reason,  a 
new  method  to  find  the  susceptibility  of  RF  systems  is  proposed  making  use  of  reciprocity  and 
superposition  principles. 

In  order  to  perform  the  susceptibility  characterization,  the  far-field  radiation  patterns  of  the  2 
antennas  are  required.  For  this  purpose,  HFSS  was  used  to  simulate  the  radiation  patterns  of  the  2 
antennas  taking  into  consideration  that  the  RF  system  was  inside  a  cavity.  A  dipole  antenna 
inside  a  cavity  was  used  to  model  a  current  induced  on  a  coaxial  cable.  The  cavity  used 
approximates  the  dimensions  of  a  land-mobile  vehicle.  The  second  antenna  modeled  was  that  of 
a  jammer,  the  pyramidal  horn  antenna. 

Once  the  radiation  patterns  were  obtained  the  electromagnetic  reciprocity  principle  was  applied. 
The  reciprocity  principle  states  that  a  given  antenna  will  have  the  same  radiation  pattern  if  the 
antenna  is  operating  either  in  receiving  mode  or  in  transmitting  mode.1  After  obtaining  the 
radiation  patterns  the  superposition  principle  is  applied  to  obtain  the  susceptibility  area  of  the  RF 
systems.  The  method  can  be  applied  to  2-dimensional  (2D)  and  3 -dimensional  (3D)  radiation 
patterns. 


2.  Antenna  Design  in  HFSS 


2.1  Characterization  of  the  RF  System’s  Antenna 

The  far-field  radiation  pattern  of  the  receiver  of  the  RF  system  is  required  to  perform  the 
characterization  of  its  susceptibility.  Consequently,  a  half-wave  dipole  was  used  as  the  receiving 
antenna  of  the  RF  system.  This  dipole  is  meant  to  model  leakage  through  a  coaxial  cable.  The 
half-wave  dipole  antenna  was  simulated  using  HFSS  at  a  frequency  of  1  GHz.  The  length  of  a 
half-wave  dipole  antenna  should  be  equal  to  A/2,  where  A  is  the  operating  wavelength.  Therefore, 
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for  a  frequency  of  1  GHz  the  length  used  was  0.15  m.  The  half-wave  dipole  antenna  was  placed 
at  the  center  of  the  Cartesian  coordinate  system  as  it  is  shown  in  Fig.  1. 


Fig.  1  Model  of  a  half-wave  dipole  antenna  at  lGFIz  in  FfFSS 

The  3D  far-field  radiation  pattern  of  the  half-wave  dipole  antenna  was  simulated  using  HFSS. 
The  radiation  pattern  is  shown  in  Fig.  2. 


Fig.  2  The  3D  radiation  pattern  of  a  half-wave  dipole  at  lGFIz 

The  half-wave  dipole  antenna  was  placed  inside  a  cavity  with  apertures.  The  cavity  design  has 
the  form  of  a  cube  with  four  apertures  that  was  used  as  a  first  approximation  to  a  vehicle.  The 
cavity  was  modeled  of  perfect  electric  conductor  and  glass  (apertures).  The  cavity  used  is  shown 
in  Fig.  3. 
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Fig.  3  Cavity  with  4  apertures  simulated  in  HFSS 

The  far-field  radiation  pattern  of  the  half-wave  dipole  inside  the  cavity  is  shown  in  Fig.  4.  As 
expected,  the  radiation  pattern  has  4  main  lobes  that  coincide  with  the  4  apertures  of  the  cavity. 


Fig.  4  Radiation  pattern  of  the  half-wave  dipole  inside  the  cavity 
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2.2  Characterization  of  the  Jammer’s  Antenna 


A  cylindrical  horn  antenna  was  used  to  simulate  the  antenna  of  the  jammer  in  transmitting  mode. 
A  1-GHz  cylindrical  horn  antenna  was  designed  in  HFSS.  The  model  for  the  jammer  antenna  is 
shown  in  Fig.  5.  The  antenna  aperture  was  placed  at  the  origin  of  the  Cartesian  coordinate  system 
with  the  aperture  pointing  into  the  z-axis. 


Fig.  5  Model  of  the  horn  antenna  at  1  GFIz  designed  in  FfFSS 

The  radiation  pattern  of  the  horn  antenna  is  shown  in  Fig.  6.  The  radiation  pattern  has  one  main 
lobe  pointing  in  the  z-direction  and  small  back  lobes. 
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Fig.  6  Radiation  pattern  of  the  horn  antenna  at  1  GFLz  in  HFSS 


3.  Numerical  Simulation 


3.1  Susceptibility  Algorithm 

The  reciprocity  and  superposition  principles  used  to  perform  the  susceptibility  analysis  were 
applied  in  MATLAB.  The  text  format  files  of  the  far-field  radiation  patterns  of  the  jammer 
antenna  and  the  RF  system  were  exported  to  MATLAB.  The  files  included  the  radiation  pattern’s 
information  in  spherical  coordinates  9,  (p ,  r.  A  coordinate-system  transformation  was  performed. 
This  routine  was  used  to  convert  from  spherical  coordinates  (9,  (p,  r)  to  Cartesian  coordinates 
(x,y,z).  Eq.  1  was  used  for  this  purpose2: 

x  =  r  sin  6  cos  <p 

y  =  r  sin  6  cos  cp  .  (1) 

z  —  r  cos  6 

The  rotation  of  the  jammer  antenna  at  different  azimuth  and  elevation  angles  was  performed  to 
obtain  the  susceptibility  of  the  RF  systems  to  jammers  at  different  relative  locations.  A  rotation 
matrix  was  used  to  achieve  the  desired  antenna  orientation  where  the  Euler  angles  \p  (azimuth 
angle)  and  [3  (elevation  angle)  were  used  to  perform  the  rotation  of  the  radiation  pattern  of  the 
antenna.  The  rotation  matrix  Ri(\|/)  with  respect  to  the  azimuth  angle  is  defined  in  Eq.  2.  The 
angle  \p  is  measured  in  the  x-y  plane  starting  from  the  x-axis: 
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RiW)  = 


(2) 


cos  xp  0  —sin  xp' 
0  10 
.sin  xp  0  cos  xp  . 


The  rotation  matrix  R_2(P)  with  respect  to  the  elevation  angle  p  is  defined  in  Eq.  3.  The  angle  P  is 
measured  in  the  x-z  plane  starting  from  z-axis: 


R2m 


10  0  ■ 

0  cos  (3  sin  (3 

.0  —sin  f3  cos  f3_ 


(3) 


The  total  rotation  that  incorporates  both  a  rotation  with  respect  to  P  and  a  rotation  with  respect  to 
\| /  is  the  multiplication  of  the  2  rotation  matrices  Ri=RrR2.  The  radiation  pattern  in  Cartesian 
coordinates  was  multiplied  by  the  total  rotation  matrix  Rj  to  achieve  the  desired  rotation.  For 
instance,  Fig.  7  shows  the  jammer’s  radiation  pattern  for  p=7t/2  and  \|/=ji/2. 


Fig.  7  Radiation  pattern  of  the  horn  antenna  including  Euler  angle  rotations 

In  order  to  apply  the  superposition  algorithm,  the  2  radiation  patterns  need  to  have  the  same 
coordinate  system.  Therefore,  the  2  radiation  patterns  were  converted  from  a  local  spherical 
coordinate  system  to  a  global  spherical  coordinate  system.  A  transformation  from  Cartesian 
coordinates  to  spherical  coordinates  is  shown  in  Eq.  4: 

r  =  x2  +  y2  +  z2 

0  =  arctan  ^ *  +y  .  (4) 

Z 

xp  =  arctan  - 

X 
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The  superposition  of  the  2  radiation  patterns  was  performed  by  using  either  the  2D  or  3D  data. 
The  radiation  patterns  were  superimposed  as  the  point -by-point  scalar  multiplication  of  the  2  was 
performed.  The  process  was  repeated  for  every  \|/  that  represents  the  field  of  view. 


4.  Susceptibility  Analysis 


The  3D  susceptibility  area  of  the  RF  system  was  obtained  by  using  a  susceptibility  algorithm 
developed  in  MATLAB.  The  2  radiation  patterns  where  superimposed.  Figure  8  shows  the  3D 
susceptibility  area  when  the  horn  antenna  is  at  \|/=0  and  (3=7i/2.  A  main  lobe  can  be  observed  in 
this  case  that  coincides  with  the  aperture  of  the  cavity.  The  susceptibility  area  also  contains  back 
lobes. 
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Fig.  8  The  3D  susceptibility  area 

The  2D  susceptibility  area  for  (3=7i/2  and  v|/=0  is  shown  in  Fig.  9.  The  radiation  pattern  of  the  RF 
system  (radiating  from  inside  the  cavity)  and  the  jammer  are  also  displayed  in  this  figure. 
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Fig.  9  The  2D  susceptibility  area 

Another  simulation  was  performed  where  the  cavity  with  the  dimensions  of  a  land-mobile 
vehicle  was  designed  in  HFSS.  The  cavity  used  for  simulations  is  shown  in  Fig.  10.  The  cavity 
has  6  apertures  with  larger  apertures,  modeling  the  windshield,  at  the  front. 


Fig.  10  Model  of  cavity  with  approximate  land-mobile  vehicle’s  dimensions 

The  radiation  pattern  of  the  half-wave  dipole  placed  inside  the  cavity  is  shown  in  Fig.  1 1 .  It  can 
be  observed  that  the  radiation  pattern  has  2  main  lobes  in  the  direction  of  the  front  apertures  of 
the  cavity. 
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Fig.  1 1  Radiation  pattern  of  the  cavity  with  approximate  land-mobile  vehicle’s  dimensions 
The  susceptibility  algorithm  was  applied  and  the  3D  susceptibility  area  is  shown  in  Fig.  12. 


Fig.  12  The  3D  susceptibility  area 

The  2D  susceptibility  can  be  observed  in  Fig.  13.  The  radiation  pattern  of  the  RF  system  (inside 
the  land-mobile-vehicle  cavity  model)  and  the  jammer  are  also  displayed  in  the  figure. 
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Fig.  13  The  2D  susceptibility  area 


5.  Conclusions 


An  algorithm  that  can  be  used  to  obtain  the  susceptibility  area  of  RF  systems  was  developed.  The 
algorithm  provides  the  2D  or  3D  susceptibility  area  of  RF  systems.  The  susceptibility  area 
depends  on  \\i  (azimuth)  and  [3  (elevation)  angles,  given  that  the  susceptibility  area  depends  on 
the  location  of  the  jammer  antenna.  Therefore,  the  algorithm  can  take  the  location  of  the  jammer 
antenna  into  consideration.  The  algorithm  was  evaluated  using  2  cavities:  one  with  4  equal 
apertures  and  the  other  one  that  resembles  a  real  land-mobile  vehicle.  For  both  cases,  the  2D  and 
3D  susceptibility  area  were  obtained.  The  development  of  this  algorithm  overcomes  the 
limitation  of  current  electromagnetic-simulation  software  currently  used. 
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